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A#achment 

Agreement on the processing of personal data on 
behalf of Art. 28 GDPR / data processing pursuant 
to Art. 8 DSG 

Status: 27/09/2023 

The provider provides services for the customer Uni-
fied Endpoint Management, which are described in 
detail in the main contract and defined by ist con-
tract annexes are defined. Insofar as the provider 
personal data / personal data on behalf of and on 
behalf of and according to the instrucJons of the 
parJes conclude the following agreement as an an-
nex to the main contract. The Provider is hereinaLer 
referred to as the Processor / Processor referred to 
below. The Customer is the Client. Insofar as the 
provisions of the main contract shall apply. 

1. General 

(1) The Contractor shall provide the Client with ser-
vices in the area of Unified Endpoint Management 
PlaPorm. This includes, among other things, solu-
Jons for Mobile Device, Mobile App and Mobile 
Content Management,Digital Signage Management, 
Gateway soluJons and IoT management. The details 
are described in the underlying order and in Sec. 3. 

(2) The Contractor processes personal data of the 
Client within the meaning of Art. 4 No. 8 and Art. 28 
of RegulaJon (EU) 2016/679 - General Data Protec-
Jon RegulaJon, GDPR for short. This contract regu-
lates the rights and obligaJons of the parJes in con-
necJon with the processing of personal data on be-
half. 

(3) This contract immediately fulfils the require-
ments of Art. 9 (data processing by processors) of 
the Swiss Federal Act on Data ProtecJon Act (DSG). 

(4) Annex 2 of this agreement also fulfils the legal 
requirements under Swiss law, namely in accord-
ance with Art. 8 FADP and Art. 3 DPO (Data Protec-
Jon Ordinance). 

(5) Unless otherwise regulated, personal data under 
the GDPR also means personal data under the FADP: 

2. InterpretaAon, precedence 

(1) Where the terms defined in RegulaJon (EU) 
2016/679 are used herein, these terms shall these  

 

 

 

terms shall have the same meaning as in that Regu-
laJon. 

(2) In the event of any conflict between these provi-
sions and the provisions of related agreements ex-
isJng between the parJes or subsequently between 
the parJes or subsequently entered into or con-
cluded between the parJes, these provisions shall 
prevail. 

3 Subject ma#er and duraAon of the contract 

(1) Subject ma`er of the processing 

The Contractor processes personal data on behalf 
data on behalf of the Client. This includes all acJvi-
Jes that the Contractor performs in accordance with 
the service descripJons and the respecJve contrac-
tual agreements with the client and which consJ-
tute commissioned processing. The subject ma`er 
of the order in detail is from the service agreement 
in accordance with Annex 1 (descripJon of services) 
and the underlying order. This also applies if the ser-
vice descripJons and the respecJve contractual 
contractual agreements do not expressly refer to 
this agreement on commissioned processing. 

(2) DuraJon of the processing 

Processing takes place for an unlimited period of 
Jme, provided that this is not otherwise agreed in 
the service descripJons and the respecJve contrac-
tual agreements. CancellaJon of the order agree-
ment is possible at the earliest at the end of the ser-
vice agreement (main contract) with a noJce period 
of 3 (three) months. CancellaJon of the main con-
tract shall automaJcally terminate this order agree-
ment. The possibility of terminaJon without noJce 
for good cause reason remains unaffected by this. 

4. SpecificaAon of the content of the order 

(1) Type and purpose of the intended processing of 
data: The type of processing includes all types of 
processing within the meaning of the GDPR. The 
purpose of the processing of personal data by the 
Contractor for the Client are specifically described in 
the service agreement in accordance with Annex 1 
(DescripJon of Services). 

(2) Types of personal data are all types of types of 
personal data that the Contractor processes on be-
half of the Client. This also includes special 
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categories of personal data. Object of the processing 
of personal data are in parJcular the following data 
types/categories (list/descripJon of data catego-
ries). The detailsare described in Annex 1. 

(3) The categories of data subjects affected by the 
processing are described in Annex 1. 

(4) Place of data processing 

The provision of the contractually agreed data pro-
cessing takes place exclusively in Switzerland or a 
member state of the European Union or in another 
state party to the Agreement on the European Eco-
nomic Area. Clause 9 remains unaffected. 

5 ObligaAons of the parAes 

5.1 InstrucAons 

(1) The Processor shall only process personal data 
on the documented instrucJons of the Controller, 
unless it is obliged to do so under Union law or the 
law of a Member State to which it is subject, to 
which it is subject. In such a case, the processor shall 
inform the controller of these legal requirements 
prior to the processing, unless the law in quesJon 
law does not prohibit this on grounds of important 
public interest. The controller may issue further in-
strucJons for the enJre duraJon of the processing 
of personal data. These instrucJons must always be 
documented. 

(2) The Client shall confirm verbal instrucJons with-
out delay (at least in text form). 

(3) The Processor shall inform the Controller imme-
diately if it is of the opinion that instrucJons issued 
by the Controller are in breach of RegulaJon (EU) 
2016/679, RegulaJon (EU) 2018/1725 or applicable 
data protecJon provisions of the Union or the Mem-
ber States. The Contractor shall be enJtled to sus-
pend the implementaJon of the corresponding in-
strucJon unJl it is bindingly confirmed or amended 
by the Client. 

(4) If agreed: Only the following named persons (or 
their representaJves if agreed) are authorised to is-
sue instrucJons to the Client: Described in Appendix 
1. Insofar as no expressly named herein, the parJes 
shall agree on this in individual contracts. 

5.2 Purpose limitaAon 

The processor shall process the personal data only 
for the specific purpose(s) stated in Annex 1, unless 
it receives further instrucJons from the controller. 

5.3 Security of the processing 

(1) The Processor shall take at least the technical 
and organisaJonal measures listed in Annex 2 to en-
sure the security of personal data. This includes the 
protecJon of the data against a breach of security 
which, whether accidental or unlawful, results in the 
destrucJon, loss, alteraJon or unauthorised disclo-
sure of or access to the data (hereinaLer referred to 
as "personal data breach"). In assessing the appro-
priate level of protecJon, the parJes shall take into 
account the state of the art, the implementaJon 
costs the nature, scope, circumstances and pur-
poses of the processing and the risks to the data 
subjects. 

(2) The Processor shall only grant its personnel ac-
cess to the personal data that are the subject of the 
processing to the extent necessary for the perfor-
mance, management and monitoring of the con-
tract. The Processor shall ensure that the persons 
authorised to process the personal data received 
have commi`ed themselves to confidenJality or are 
subject to an appropriate statutory duty of confi-
denJality. 

5.4 Commitment to confidenAality and compliance 
with the requirements of the GDPR, Professional 
suitability 

(1) The Contractor warrants that the persons au-
thorised to process the personal data have under-
taken to maintain confidenJality or are subject to an 
appropriate statutory duty of confidenJality. The 
Contractor warrants that the persons authorised to 
process the personal data compliance with the re-
quirements of the GDPR have been obligated. The 
client has the right to upon request by inspecJng the 
declaraJons of commitment/the content and scope 
of the obligaJon by inspecJng the of the obligaJon. 

(2) The Contractor shall only use professionally qual-
ifiedpersons for the processing of personal data. It 
shall ensure regular training and instrucJon in mat-
ters of data protecJon and data protecJon and in-
formaJon security. 

5.5 DocumentaAon and compliance with the provi-
sions 

(1) The parJes must be able to demonstrate compli-
ance with the provisions. 

(2) The Processor shall process requests from the 
Controller regarding the processing of data in ac-
cordance with these provisions promptly and in an 
appropriate manner. 

(3) The Processor shall provide the Controller with 
all informaJon necessary to demonstrate 
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compliance with the obligaJons laid down in these 
provisions and arising directly from RegulaJon (EU) 
2016/679. At the request of the controller processor 
shall also allow the processing acJviJes covered by 
these provisions to be audited at appropriate inter-
vals or if there are indicaJons of non-compliance 
and contributes to such an audit. When deciding on 
an inspecJon or audit, the controller may take into 
account relevant cerJficaJons of the processor may 
be taken into account. 

(4) The controller may carry out the audit itself or 
commission an independent auditor. The audits may 
also include inspecJons of the premises or physical 
faciliJes of the processor and, where appropriate, 
shall be carried out with reasonable prior noJce. 

(5) The parJes shall make the informaJon referred 
to in this clause, including the results of audits, avail-
able to the competent supervisory authority or au-
thoriJes upon request 

(6) The Client and the Contractor shall cooperate 
with the supervisory authority in the fulfilment of its 
tasks upon request. This shall also apply insofar as a 
competent authority within the framework of ad-
ministraJve offence or criminal proceedings in rela-
Jon to the processing of personal data during the 
processing at the Contractor. 

(7) Insofar as the client is subject to an inspecJon by 
the supervisory authority, administraJve offence or 
criminal proceedings, the liability claim of a data 
subject or a third party or any other claim in connec-
Jon with the commissioned processing at the Con-
tractor, the Contractor shall support the Client to the 
best of ist best endeavours. 

6. InternaAonal data transfers 

(1) Any transfer of data by the processor to a third 
country or an internaJonal organisaJon shall take 
place exclusively on the basis of documented in-
strucJons from the basis of documented instruc-
Jons from the controller or to comply with a specific 
provision under Union or Member State law to 
which the processor is subject and shall comply with 
Chapter V of RegulaJon (EU) 2016/679. 

(2) The controller agrees that in cases where the 
processor or a sub-processor for the performance of 
certain processing acJviJes (on behalf of the con-
troller) and these processing acJviJes involve a 
transfer of personal data within the meaning of 
Chapter V of RegulaJon (EU) 2016/679, the proces-
sor and the sub-processor may ensure compliance 
by using standard contractual clauses adopted by 

the Commission pursuant to ArJcle 46(2) of Regula-
Jon (EU)2016/679, provided that the condiJons for 
the applicaJon of these standard contractual 
clauses are met. Art. 44 et seq. GDPR otherwise re-
mains unaffected. 

7. Technical and organisaAonal measures (TOM) / 
data security pursuant to Art. 8 GDPR 

(1) The Contractor shall ensure the implementaJon 
and necessary technical and organisaJonal 
measures set out in the run-up to the award of the 
contract before the start of processing, in parJcular 
with regard to the specific execuJon of the order 
and submit it to the client for review. If accepted by 
the client, the documented measures shall form the 
basis of the order. Insofar as the review of the audit 
reveals a need for adjustment, this implemented by 
mutual agreement. 

(2) The Contractor shall provide security in accord-
ance with Art. 28 para. 3 lit. c), 32 GDPR, in parJcu-
lar in conjuncJon with Art. 5 para. 1, para. 2 GDPR. 
Overall, the measures to be taken are data security 
measures and to ensure a level of protecJon appro-
priate to the risk with regard to the confidenJality, 
integrity, availability and resilience of the systems. 
The state of the art technology, the implementaJon 
costs and the type, the scope and purposes of the 
processing and the different probability of occur-
rence and severity of the risk to the rights and free-
doms of natural persons within the meaning of Art. 
32 para. 1 GDPR have to be considered. The details 
are set out in Annex 2. 

(3) The technical and organisaJonal measures are 
subject to technical progress and further develop-
ment. In this respect, the Contractor is permi`ed to 
implement alternaJve adequate measures. In doing 
so, the security level of the measures may not be 
undercut. Significant changes must be documented. 

8. RecAficaAon, restricAon and erasure of data 

The Contractor may not process the data on its own 
authority, but only aLer documented instrucJons 
from the client. If a data subject contacts the Con-
tractor directly in this regard, the Contractor shall 
forward this request to the Client without delay. 

9. Quality assurance and other obligaAons of the 
Contractor 

In addiJon to complying with legal obligaJons pur-
suant to Art. 28 to 33 GDPR, the Contractor shall in 
parJcular ensure compliance with the following re-
quirements: 
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(1) The Contractor is obliged to maintain confidenJ-
ality in accordance with Art. 28 para. 3 sentence 2 
lit. b), 29, 32 para. 4 GDPR. The contractor shall only 
use employees to carry out the work, who are 
obliged to maintain confidenJality and who have 
been confidenJality and have previously been famil-
iarised with the data protecJon provisions relevant 
to them. The contractor and any person subordinate 
to the Contractor who has access to personal data 
may only process this data in accordance with the 
instrucJons of the Client, including the authorisa-
Jons granted in this contract unless they are legally 
obliged to process the data. 

(2) The implementaJon of and compliance with all 
technical and organisaJonal measures required for 
this contract pursuant to Art. 28 para. 3 sentence 2 
lit. c), 32 GDPR is regulated in Annex 2. 

(3) The Contractor shall regularly monitor the inter-
nal processes and the technical and organisaJonal 
measures in order to ensure that the processing in 
his area of responsibility is carried out in accordance 
with the requirements of the applicable data protec-
Jon law and that the protecJon of the rights of the 
data subject are guaranteed. 

10. Use of subcontracted processors 

(1) The Client shall grant the Contractor the author-
isaJon in principle to use sub-processors. At the 
Jme of contract is signed, the following sub-proces-
sors exist (list): 

- Host Europe GmbH, Hansestrasse 111, 51149 Co-
logne 

- AppTec Services GmbH, Engelbergerstr. 21, D79106 
Freiburg, Germany 

(2) Outsourcing to other sub-processors or changing 
exisJng sub-processors is permi`ed. The processor 
shall inform the controller at least 4 weeks in ad-
vance of any intended changes to this list by adding 
or replacing sub-processors and of sub-processors 
and shall thus give the controller sufficient Jme to 
take appropriate measures before processor(s) con-
cerned to object to these changes. The processor 
shall provide the controller with the necessary infor-
maJon to enable the controller to exercise its right 
to object. 

(3) If the processor engages a sub-processor to carry 
out certain processing acJviJes (on behalf of the 
controller), this engagement must be made by way 
of a contract that essenJally imposes the same data 
protecJon obligaJons on the sub-processor as 

those that apply to the processor in accordance with 
these provisions. 

(4) The processor shall be fully liable to the fully lia-
ble to the controller for ensuring that the Processor 
fulfils its obligaJons under the contract concluded 
with the processor contract concluded with the pro-
cessor. 

(5) If the sub-processor provides the agreed service 
outside the EU/EEA, the processor shall ensure the 
EEA, the Contractor shall ensure the admissibility 
under data protecJon law through appropriate 
measures and guarantees in accordance with Art. 44 
et seq. GDPR. 

(6) If the Contractor places orders with other proces-
sors, the Contractor shall be responsible for trans-
ferring its data protecJon obligaJons under this 
contract to the other processor. 

11. Support obligaAons of the contractor 

(1) The processor shall inform the controller without 
undue delay of any request that it received from the 
data subject. It shall not respond to the request it-
self unless it has been authorised to do so by the 
controller. 

(2) Taking into account the nature of the processing 
processor shall assist the controller in the fulfilment 
of the controller's obligaJon to respond to requests 
from data subjects to exercise their rights answer 

(3) The Processor shall support the Controller in 
complying with the obligaJons set out in the 
GDPRobligaJons for the security of personal data, 
safeguarding the rights of data subjects, reporJng 
obligaJons in the event of data breaches, data pro-
tecJon impact assessments and prior consultaJons. 
This includes among others 

a) ensuring an appropriate level of protecJon 
through technical and organisaJonal measures that 
organisaJonal measures that take into account the 
circumstances and processing as well as the pre-
dicted probability and severity of a possible breach 
due to security vulnerabiliJes. 

b) the obligaJon to report personal data breaches to 
the client without undue delay (cf. to the Client 
without undue delay (see SecJon 13). 

c) the obligaJon to support the Client in its duty to 
inform the data subject and in this context to make 
all relevant informaJon immediately in this context. 

d) the support of the controller in complying with 
the compliance with the obligaJons set out in 
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ArJcles 32 to 36 GDPR taking into account the na-
ture of the processing and the informaJon available 
to it. 

e) the support of the client for its data protecJon 
impact assessment. 

12. NoAficaAon of a personal data breach 

12.1 Breach of the protecAon of data processed by 
the controller 

In the event of a personal data breach in connecJon 
with the data processed by the controller, the pro-
cessor shall assist the controller as follows: 

a) promptly noJfy the personal data breach to the 
competent supervisory authority or authoriJes 
without undue delay aLer the controller becomes 
aware of the personal data breach, where relevant 
(unless the personal data breach does not give rise 
to a risk to the personal rights and freedoms of nat-
ural persons); 

(b) when obtaining the following informaJon, re-
quired by ArJcle 33(3) of RegulaJon (EU) 2016/679] 
in the controller's noJficaJon, which shall include at 
least the following informaJon: 

1) the nature of the personal data, where possible, 
with an indicaJon of the categories and approxi-
mate number of data subjects concerned and the 
categories and approximate number of personal 
data records concerned; 

2) the likely consequences of the personal data 
breach 

3) the measures taken or proposed to be taken by 
the controller to address the personal data breach; 
and where appropriate, measures to miJgate its 
possible adverse effects. 

If and to the extent that not all of this informaJon 
can be provided at the same Jme, the original noJ-
ficaJon will contain the informaJon available at that 
Jme and further informaJon shall be provided sub-
sequently without undue delay as soon as it be-
comes available; 

(c) when complying with the obligaJon under ArJcle 
34 of RegulaJon (EU) 2016/679, the data subject of 
the personal data breach, without undue delay is 
likely to result in a high risk to the rights and free-
doms of natural persons 

 

12.2 Breach of the protecAon of data processed by 
the processor 

In the event of a personal data breach in connecJon 
with the data processed by the Processor, the Pro-
cessor shall noJfy the Controller without undue de-
lay aLer becoming aware of the breach. This noJfi-
caJon must contain at least the following infor-
maJon 

(a) a descripJon of the nature of the breach (where 
possible, specifying the categories and approximate 
number of data subjects concerned and the approx-
imate number of data records concerned); 

b) contact details of a contact point where furthe in-
formaJon about the personal data breach can be 
obtained; 

(c) the likely consequences and the measures taken 
or proposed to address of the personal data breach, 
including miJgaJng measures to miJgate ist possi-
ble adverse effects. 

If and to the extent that not all of this informaJon 
can be provided at the same Jme, the iniJal noJfi-
caJon will contain the informaJon available at that 
Jme and further informaJon will be provided as 
soon as it becomes available without undue delay 
thereaLer. 

13. Erasure and return of personal data 

(1) Copies or duplicates of the data will not be made 
without the knowledge of the client. The only excep-
Jons to this are backup copies, insofar as they are 
necessary to ensure proper data processing, as well 
as data that is required in order to comply with stat-
utory retenJon obligaJons. 

(2) ALer compleJon of the provision of the pro-
cessing services, the Contractor either deletes all 
personal data or returns it to the customer, unless it 
is required by law there is an obligaJon to store the 
personal data or if this is evident from the service 
descripJons and the respecJve contractual agree-
ments. 

(3) DocumentaJon that serves as proof of the or-
derly and proper data processing shall be retained 
by the Contractor beyond the end of the contract in 
accordance with the respecJve end of the contract. 
The Contractor may hand them over to the Client at 
the end of the contract. 

(4) The Contractor waives the asserJon of rights of 
retenJon within the meaning of § 273 BGB on the 
personal data processed by him. 

14. Severability clause 
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Should individual provisions of this agreement 
prove to be invalid, validity of the remaining provi-
sions shall not be affected. 

The invalid provision shall be replaced by a provision 
that the parJes would have agreed upon if they had 
considered the invalidity of the respecJve point 
when concluding the contract. Insofar as agreement 
contains an unintenJonal loophole, this shall be re-
placed by a provision that the parJes would have 
the need to regulate the respecJve point when con-
cluding the contract. 

15. Formal requirement 

Amendments and addiJons to these terms and con-
diJons and all their components - including any as-
surances of the Contractor - must be made in GDPR 
in wriJng, which may also be in an electronic for-
mat, and the express reference to the fact that it is 
an amendment or supplement to these terms and 
condiJons. This also applies to the waiver of this for-
mal requirement. 

16. Final provisions 

(1) The law of the main contract shall apply to this 
order processing and all processing acJviJes per-
formed in this context. 

(2) The place of jurisdicJon for all disputes arising 
from or in connecJon with this agreement, regard-
less of the legal grounds is agreed in the main con-
tract. 

(3) Amendments to this agreement must be made-
wri`en form. This also applies to the cancellaJon of 
the wri`en form requirement. 

(4) Should provisions of this agreement be or be-
come invalid, this shall not affect the validity of the 
remaining provisions. In this case invalid provision 
shall be replaced by the statutory provision(s). 

 

 

 

The following annexes form an integral part of this agreement 

Annex 1 - DescripAon of the services, type of data, categories of data subjects, authorised persons of the client 

Annex 2 - Technical and organisaAonal measures / data security 
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Annex 1 - Descrip.on of the services, dura.on of processing, type of data, categories 
of data subjects, persons authorised to issue instruc.ons to the client 

1. DescripAon of the services (type of processing and purposes) 

The Contractor provides services for the Client in the area of Unified Endpoint Management PlaPorm. This in-
cludes soluJons for mobile device, mobile app and mobile content management, digital signage management, 
gateway soluJons and IoT management. The object of the commissioned data processing is the provision (host-
ing) of the AppTec SoLware & AddOns for use by the client by means of access via the Internet. The details are 
described in the underlying order. 

 

2. DuraAon of the processing: see secAon 3 of the DP 

 

3. Type of personal data (please Ack as appropriate) 

☒  Personal master data 

☒  CommunicaAon data 
☒  Login data 

☒  Device data assigned to persons 

☒  Log files and log data 

☒  IP addresses, geolocalisaAon data 

☒  Browsing history, favourites 

☒  Email communicaAon and a#achments 

☒  Usage data, unless recorded above 

☐  Other (please describe) 

 

4. Categories of data subjects (please Ack as appropriate) 

☒  Employees of the client 

☒  Customers, business partners and service providers 

☒   (Business) contacts of the client 

☒  Enquirers / interested parAes of the client 

☒  Email (sender and recipient) 

☒  Telephony (callers and called parAes) 

☒  All other persons who are processed on the client's systems and whose personal data is 
  processed by the contractor as part of the provision of services 
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Annex 2 - Technical and organisa.onal measures pursuant to Art. 32 GDPR / Data se-
curity pursuant to Art. 9 FADP / Art. 3 DPA 

A. Pseudonymisa/on Encryp/on (Art. 32 para. 1 lit. a) GDPR) 

Measures taken: 

Ö Kunden- und Lieferantenaudits 

Ö Use of VPN 

Ö Transport encrypJon for remote maintenance access 

Ö EncrypJon of mobile devices (smart phone, tablet) 

Ö Hard drive encrypJon laptop 

 

B. Confiden/ality (Art. 32 para. 1 lit. b) GDPR) 

1. Access control 

Ensuring that only authorised persons have access to the business premises 

Measures taken: 

Ö Business premises of the client can only be entered through main entrances and are protected by electronic 
access control systems, key systems, the use of alarm systems and special structural measures. 

Ö Visitor registraJon, escorJng of visitors 

Ö Only the relevant employees have access to the offices 

Ö Keys / key allocaJon: OrganisaJonal instrucJons exist for issuing keys. The site manager is responsible for 
managing the keys. 

Ö Door security (electric door openers, etc.) 

Ö Video surveillance 

2. Access control system 

Ensuring that only employees of the responsible body or workers who are obliged to do so within the scope of 
commissioned processing are authorised to enter the designated area of responsibility and process the corre-
sponding data with user idenJficaJon: 

Measures taken: 

Ö A password and user administraJon system is in place. User accounts are personalised. 

Ö A change cycle for user passwords specified by the system is set up at all computer workstaJons (change 
cycle) 

Ö Maintenance work requires our express consent. They may only be started if the maintenance personnel 
have logged in with user ID and password. 

Ö Accesses for authenJcaJon on the system are generated exclusively new and personalised 

Ö Digital cerJficates 

3. Accessing control 

Ensuring that those authorised to use an automated processing system only have access to the personal data 
covered by their access authorisaJon: 

Measures taken: 
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Ö Screen lock 

Ö AuthenJcaJon with user and password 

Ö Contractors are only granted the access rights they actually need to carry out maintenance work 

Ö A range of hardware and soLware idenJficaJon measures, encrypJon of data during data transfer and a 
mulJ-level access and usage control procedure prevent unauthorised access to the stored data and unau-
thorised knowledge of it 

Ö User-related logging of (incorrect) logins 

Ö It is ensured that IT personnel can only access stored personal data to the extent that this is necessary for 
personal data to the extent that this is absolutely necessary to carry out maintenance work 

Ö An authorisaJon concept ensures that personal data and other data worthy of protecJon are protected 
against accidental destrucJon or loss 

Ö Use of document destrucJon 

Ö Proper destrucJon and/or deleJon of data storage media (DIN 66398) 

4. User control 

Ensuring that unauthorised persons are prevented from using automated processing systems with the aid of data 
transmission equipment: 

Measures taken: 

Ö Use of authorisaJon concept 

Ö Group authorisaJons are flat and clearly structured and are not used in cascade 

Ö Defined authorisaJon profiles for the various funcJonal areas are explicitly assigned and administered cen-
trally 

5. Memory control 

PrevenJon of unauthorised input of personal data and unauthorised access, modificaJon and deleJon of stored 
personal data. 

The plausibility check of the data entry takes place on audit-relevant fields and is validated according to the 
associated processes. 

Measures taken: 

Ö Logging of system uJlisaJon and evaluaJon of the logging 

Ö A mulJ-stage logging process ensures that no data changes can be made unnoJced 

6. Separability 

Ensuring that personal data collected for different purposes is processed separately are processed separately: 

The principle of funcJonal separaJon applies in all key areas; this means that all departments involved in data 
processing are funcJonally and organisaJonally separate. Data worthy of protecJon is only made available to 
employees to the extent that it is absolutely necessary for the assigned lawful fulfilment of tasks. 

Measures taken: 

Ö SeparaJon takes place via the access regulaJons 

Ö Data worthy of protecJon is only made available to employees to the extent that it is absolutely necessary 
for the assigned is absolutely necessary for the assigned lawful fulfilment of tasks 

Ö The principle of segregaJon of duJes applies in all important areas 

Ö SeparaJon of producJve and test systems as well as folder structures and databases 
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C. Integrity (Art. 32 para. 1 lit. c) GDPR) 

7. Data integrity 

Ensuring that stored personal data cannot be damaged by system malfuncJons: 

Measures taken: 

Ö SoLware-based exclusion (client separaJon, file separaJon) 

Ö Use of centralised patch management for soLware components 

8. Transport control 

Ensure that the confidenJality and integrity of personal data is protected during the transmission of personal 
data and the transport of data carriers. 

Measures taken: 

Ö Data is only transmi`ed in encrypted form (transport encrypJon for remote maintenance access)  

Ö Guidelines and procedural instrucJons exist in which the use and correct handling of mobile and correct 
handling of mobile data carriers, devices and means of communicaJon. There is also a guideline for dealing 
with faulty print products. 

Ö Strict guidelines and work instrucJons at the contractor ensure that unauthorised disclosure or removal of 
data is prevented 

Ö Disposal material with content worthy of protecJon is destroyed in compliance with the security levels of 
the degree of destrucJon according to DIN 66399 

9. Transfer control 

Ensuring that it is possible to check and establish to which bodies personal data has been or can be transmi`ed 
or made available with the aid of data transmission equipment. 

Measures taken: 

Ö Logging of the data transfer point/routes, which can be analysed in the event of suspicion 

Ö Technical protecJon is provided by firewalls and proxy systems 

Ö Where technically possible and economically viable, suitable encrypJon technologies are used (see transport 
encrypJon for remote maintenance) 

10. Input control 

Ensuring that it is subsequently possible to verify and establish which personal data entered or modified in au-
tomated processing systems, at what Jme and by whom: 

All personal data collected will only be processed in accordance with the applicable regulaJons on the protecJon 
of personal data, only for the purpose of the respecJve order processing and for the protecJon of our own 
legiJmate business interests with regard to advising and supporJng customers and for the fulfilment of employ-
ment contracts. 

Measures taken: 

Ö Logging of system usage and evaluaJon of the logging 

Ö A mulJ-stage logging procedure ensures that no data changes can be made unnoJced 

Ö ImplementaJon of training measures for the use of soLware 
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Ö All employees receive data protecJon training at regular intervals 

Ö Random checks of data processing 

 

11. Reliability 

Ensuring that all system funcJons are available and that any malfuncJons are reported: 

Measures taken: 

Ö Event logging of the systems with reporJng of malfuncJons 

Ö Maintenance contracts and SLA agreements 

12. order control 

Ensuring that personal data processed on behalf of the client can only be processed in accordance with the 
client's instrucJons: 

Measures taken: 

Ö All service providers who have the opportunity to view personal data will be informed in accordance with 
the Federal Data ProtecJon Act on data secrecy and purpose limitaJon in the case of commissioned pro-
cessing. 

Ö The data submi`ed for processing is only processed in accordance with the statutory provisions within the 
framework of the instrucJons and, in parJcular, is not passed on to unauthorised third parJes; excepJons 
to the specific framework of instrucJons only apply to processing for technical reasons, e.g. for internal se-
curity purposes. 

Ö The framework of instrucJons is defined in parJcular by the wri`en contract for data processing on behalf 
of in the order, taking into account the mandatory content, as well as the applicaJon descripJon of the 
service. 

Ö Agreements with processors in accordance with Art. 28 GDPR 

Ö Intercompany agreements in accordance with Art. 28 GDPR with affiliated companies that process data on 
behalf of others 

Ö Standard contractual clauses (SCC) for the transfer of data to third countries 

Ö Order-related informaJon is provided exclusively to the client or in accordance with their instrucJons 

Ö Comprehensive contractually guaranteed control rights of the client 

 

D. Availability and resilience (Art. 32 para. 1 lit. c) GDPR) 

13. Availability Control 

Guarantee that personal data is protected against destrucJon or loss: 

A mulJ-level protocol procedure ensures, as far as possible, that no data changes are unnoJced can be made. It 
is logged on both the client and the server side. The focus of the logging is on applicaJon, system and security 
levels. 

Measures taken: 

Ö There are guidelines and procedures for the secure operaJon of the IT environment. Also AnJ-virus,  

backup, and archiving measures exist. 
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14. Recoverability 

Ensure that systems used can be restored in the event of a malfuncJon: 

Numerous data protecJon measures ensure that personal and other data is protected against accidental de-
strucJon or loss. 

Measures taken: 

Ö There are emergency and recovery plans. Backups are performed daily and weekly according to a defined 
backup plan. 

Ö Use of raid systems and mirroring of data stocks 

Ö MulJple automated and unauthorized outsourcing of backups 

15. Disk Control 

PrevenJon of unauthorized reading, copying, modificaJon or deleJon of media: 

Measures taken: 

Ö Security precauJons ensure that unauthorized removal of media from security areas is prevented 

Ö Inventory of all disks 

 

 

 

E. Procedure for regular review, evalua/on and evalua/on (Art. 32 para. 1 lit. d) GDPR) 

Measures taken: 

Ö Regular test of the applicaJons 

Ö Review of measures in the context of the effecJveness control of the informaJon security management sys-
tem (ISMS - in accordance with DIN ISO/IEC 27001) 

Ö ConJnuous improvement process within the framework of ISMS 

Ö Appointment of a Data ProtecJon Officer 

Ö The data protecJon officer can be reached as follows: datenschutzbeauLragter@apptec360.com 

Ö Regular data protecJon/and IT security training of authorized employees 

Ö Periodic verificaJon of processing directories and technical and organisaJonal measures and if necessary 

Ö Audits of auditors 

Ö Customer and supplier audits 

 

 

 

 

Hint: Translated version. The original version was wri`en in German. 


